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I. ABSTRACT 
 
 Currently when a shipping container is sent from one terminal to another, the 

paperwork is done by hand.  The paperwork mentioned includes information about what 

is inside the container, where it came from, where it is going, etc.  When the container is 

in transit, no information can be obtained about its status.  For example, if hazardous 

material is being transported from one place to another, there is no way to monitor what 

is happening inside the container in a timely manner.  There is no electronic system in 

place to track a container from its terminal of origin to its terminal of final destination.   

 The sponsor of our project, Interpool, is interested in the possibility of making 

such a system.  Interpool is in the business of loaning out containers.  Currently the profit 

margin for loaning out these containers is very small.  If the company could develop 

“smart” containers with additional features that would reduce the need for paperwork, 

then the profit margins for these containers could improve.  An additional challenge is 

that these “smart” containers must be relatively inexpensive; otherwise there will be no 

way to recoup the initial investment. 

What we are intending to do is design a system by which containers can be 

tracked from origin to destination.  Specifically, we are responsible for the smart card and 

security aspects of the smart card.  Many decisions must be made as to the best design of 

the smart card, but we are working with some assumptions.  The smart card will have a 

microprocessor as well as memory.  The smart card should be able to communicate 

wirelessly with the smart card readers.  The data structure, which will contain all the 

information about the container, will be stored in a database that will be downloaded into 

the card.  The readers will be used as the check points to upload or update files/container 
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load and relative information related to the containers. Readers like that could be installed 

in the main gates, stackers, struttle carriers and other places. Part of our implementation 

would be to make sure that there is enough security using a smart card and no access 

would be permitted to unauthorized people. Security has been an issue for all projects 

related to sensitive information. This project is no different than the others since trading 

of valuable commodities takes place among different companies and some times 

countries or even military personnel. The importance and the extend of this project can 

not been described but only been viewed applied in the nearest future in various 

industries all over the world and especially in the United States. 
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II. IMPLEMENTED PROTOTYPE 

II. 1 INTRODUCTION 

      We decided our prototype would work as such.  The smart card unit is 

supposed to be able to obtain a file from the gate, parse through the contents of this file 

and then update the contents of the file inside the smart card with this new information.  

The file that goes to the gate will be sent there from the database.  Or, the process should 

be able to work in reverse.  The smart card should be able to send a file to the gate and 

this file will go to the database and modify the information in the database.   

 

II. 2 PROTOTYPE SPECIFICATIONS 

     An example of how the whole system would work is like this: Let’s say that within the 

file carried on the smart card, there is a field called Last Known Destination (LKD), 

which contains information about the last city that the container has visited.  Let’s 

suppose that the container originally came from New York and now has crossed a gate in 

Boston.  The file on the smart card (which is attached to the container) will have New 

York in the LKD field.  This file will be submitted to the gate.  At the gate, a computer 

will go through the LKD field and modify this to Boston.  The file will be updated and a 

copy of it will be sent to the smart card and to the database, which will be located 

remotely.  The contents of the smart card will be updated with this file.  The “record” in 

the database will also be modified.   

     This is only one way in which the system could work.  Another way is that a file can 

be sent from the database and waiting for the container arrival at the gate.  In the previous 

example, the database may send a copy of the record to the gate.  The gate may then 
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modify the LKD field to Boston and then when the container arrives, this file can be 

parsed and downloaded onto the smart card.  At that point, a copy of the file would be 

sent back to the database so that the record on the database can be modified.   

     Technically, we decided in our meetings with the advisors that we would be 

responsible for obtaining the file from the gate and copying the contents of this file to the 

smart card.  In addition, everything that is described above would be implemented with a 

security algorithm, such as Triple DES.  That is, all the interactions between the gate and 

card would be secure. 

     In the actual device, the smart card and the gate would be connected wirelessly.  

However, the kit that we used connected the smart card and the gate (the PC) serially.  

The database, which we did not really have to make, was made with Microsoft Access.  It 

would be easier to make the actual database with something like Oracle or SQL Server.  

The smart card kit that we bought came equipped with a programming language called 

ZC-BASIC and a communications protocol called T=0.  The kit functioned as basically 

the client-server model.  There was a terminal program and a basic card programming run 

in sequence.  The terminal program could call a function in the card program and vice 

versa.   
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II. 3 PROTOTYPE PERFORMANCE & EVALUATION 

     We managed to write a terminal program and a smart card program and get them both 

running.  What the program does is open a file of the *.DAT type on the computer (we 

used the ‘C’ directory for the location of the file).  The file had several lines of 

information about the container.  The name, the origin, the destination, the LKD, and the 

Time of the LKD can were all put into this file.  The programs are capable of obtaining 

this information, opening up a file on the smart card and copying this information there 

into a file called Results.DAT.   

     This is useful because we know that the Microsoft Access database is capable of 

exporting records in the form of other types of file types, although we did not see the 

.DAT file format.  The program can save documents in the .RTF format, but we have not 

tested this out with our program.  The program that we wrote seemed to have difficulty 

opening up other types of such as *.DOC.  Probably this is due to the extra information 

that is encoded in *.DOC files, such as formatting information. 

     Immediate and useful changes can be made to the program that we made.  We only 

understood the program relatively late in the semester, so we could not do everything that 

we originally wanted to do with it.  These immediate changes include: 1) Have the 

program run infinitely (using a loop condition that can never be met) and always scan for 

files that it can work with and 2) Have if conditions in the program so that the whole file 

is not overwritten on the smart card, but only certain data fields.  

     A more long-term addition to the program would be to implement the security 

algorithm, namely Triple DES.  This security algorithm can be used with our smart card 
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kit and the cards that we bought with the kit.  However, we have not understood the 

implementation of the algorithm in enough detail to progress with this. 

     However all of this would not automate the whole process between the database and 

the smart card.  This can be done (interface directly between the database and the smart 

card reader) by modifying the APDUs; this cannot be done by using the ZC-BASIC 

language and all the functions that are provided for us.  We have found code that does 

this, but again, we discovered how all of this works very late in the semester.  

Theoretically, a macro can be programmed in Visual Basic within the Access language 

that interfaces directly with the smart card reader using the ISO 7816 standards. 

     Another approach to automating the whole process without directly interfacing with 

the smart card reader is to have the database export data on a time basis.  An example 

would be to send a file out every hour or every half-hour. 

     We believe we have made significant progress in showing this design can be 

implemented, but there are several key issues to be worked out. 
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II.4    FINANCIAL BUDGET   

 The group was able to work with the given budget and actually reduce the costs 

that were initially expected.  We expected to spend $2550 and we actually spent $231.45. 

We proved that we were able to work under our budget and make the best of our 

resources.  We realized that we no longer needed a toy container to prove the 

functionality of our prototype, we obtained the XML software from Professor Keating, 

we used our own laptops and shopped around for a cheaper but reliable smart card kit 

thus greatly reducing the costs of our project. 

 
Expected Costs 
 
Toy container   $100 
XML software  $100 
Smart card kit   $350 
2 laptops    $2000 
 
Total Costs  $2550.00    

 

 

Actual Costs 

Smart Card Kit $91.95 
Professional Cards $139.50 
 
Total Costs  $231.45 
 

. 
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II.5    PROJECT SCHEDULE (please see attachment) 

For the most part we were able to keep up with our schedule until we ran into 

having difficulty programming and the language that the smart card understood.  This 

forced us to change our approach thus slowing down or project.  As a result of this the 

Design Modification took longer than expected.  We also had to re-test the program, 

which proved to cause a variety of problems as well since we were not able to compile 

such program.  The time constraints along with the various personal responsibilities of 

the group members played an integral factor in the initial completion of this project.   

Please see attachment for an updated Gantt chart. 
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III     CONCLUSION 

 
 This project has not been an easy task for our group of three people. It is our 

belief that much more could have been done with the assistance of 2 more people from 

the department of the Computer Science. Our attempts to recruit some people from the 

Computer Science department and the Computer Engineering department went in vain. 

There were not many people interested in the idea of working with smart cards and 

container companies. All of us in the group did the best we could to come up with 

original ideas easy to prove and as applicable as possible to the real world of the 

container/shipping business. We do know that our system is not perfect and it needs 

adjustments and customization, but we strongly believe that it could provide a solution to 

the problem of tracking/tracing and updating files and information related to the 

container. Many hours were spent on developing the concept of what we want the system 

to do and what is the most efficient and easiest way to do it using the current technology. 

 What we know today is that there is need to monitor a container and its load either 

it is inside a terminal or when a train/truck carries it away to its destination. Given some 

extra work this project developed by our team would be ready and functional in any 

environment under any conditions. The automation of the whole system could be proven 

a success given that issues with Unions would be overcame inside the terminals. A lot of 

people would loose their jobs in the process of monitoring and creating a safer more 

reliable trading environment worldwide. People would react to such technology that 

would leave them without work. Europe has been ahead of us since they employed 

communication systems between countries in a faster pace than we did here in the United 
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States in the process of monitoring and securing the content of containers between 

countries and customs. 

 This project will require extra programming to look more lucrative and the 

database will have to be customized according to the company needs and customers. The 

potentials of this project could go beyond our expectations and successful business could 

be created out of this. We have not decided as a team if we will pursuit a business venture 

out of our project and if it is worth it. One of our advisors, Dr. Ghosh, we will help us out 

to find out if this could lead to a profitable business and if Stevens Incubator would be 

willing to fund it. We will have first to decide if there is time to do the extra work that is 

required to complete the project to the maximum degree and decide if this is what each of 

the members would like to do as a start.   

 We knew since the 1st day we met that we could make it happen and generate a 

winning project. Not only we had a good project but also we grow up as engineers, and 

we had a really good relationship with each other dividing the workload equally.  We are 

satisfied with the results we produced and the outcome of the whole project. With the 

assistance of some more Computer Science people this project can be at the edge of 

selling it to the highest bitter or even start a business with it.  

 As a conclusion, we would like to thank all of our advisors and those who 

contributed so that we can have a great experience working on this project. 
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