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I. Abstract: 

 

Our project, Real-time Wireless Sensor Network Signal Analysis for Security 

Purposes, targets the specific interests of security organizations in the protection and 

security industry.  Most sensor networks used today do not utilize modern wireless 

technology.  Through employment of current technologies, these networks can be 

optimized for efficiency, size, power distribution, and signal security.  The development 

of our project will ensure safe and reliable 24hour security for a variety of users, 

including large corporations and the simple housing unit.   

These wireless signals will be transmitted from sensors to a base station that will 

let the user know that everything is normal or warn them of potential danger.  From the 

modulation and transmission to the receiving and demodulation of these signals will also 

be highly secure by spreading the signal within a noise level.  This is helpful in hiding the 

carrier frequency from someone who wants to monitor the signal with a spectrum 

analyzer.  Overall, our wireless sensor network is designed for the soul purpose of 

security. 
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II. Project Final Design Plan: 

II - 1 Introduction: 

 

For wireless sensor network today, security is the next challenge that engineers 

are trying to tackle.  These systems usually operate on low power and have little or no 

security against active or passive attacks.  Increasing interest in the security against any 

attack or unauthorized distortion is gaining steam.  The problem to ensure the reliability 

of these systems means that power consumption will generally have increase with the 

increased level of security.  In guaranteeing the successful transmission of data without 

distortion, natural or intentional, engineers have to find a way to keep power 

consumption low, so that sensor networks with additional security will not over exceed 

crucial size and power requirements. 

Security Networks today often require extensive networks for simple applications.  

Whether for a large corporation or for small businesses security is always a primary 

concern.  The installation, maintenance, and operation of these networks cannot only be 

costly but inefficient.   Our project “Real-time Wireless Sensor Network Signal Analysis 

for Security” cuts out many of the costs associated with modern security networks.  

Wireless transmission from security sensors reduces costly installations, and combines 

real-time transmission, for up to date information, with modern encryption techniques for 

secure transmission and receiving.  With simple interfaces our system can be 

implemented into a variety of viewing terminals, from your simple PC/Mac to your 

Portable Digital Assistant.  This allows a user to monitor the network from almost any 
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with location, wirelessly through the use of our base station, or remotely via Ethernet.  

Status report can be automatically sent out  

Our design has been focused and now aims to ensure a reliable transmission and 

retrieval of data, efficient data processing at each security station, and little or no 

possibility of signal interception.  The variety of functions that each security station 

performs allows for a greater potential of applications to satisfy our entire client base.  

The array configuration on the transmission/receiving terminal is primarily fixed, with 

receiving and transmission abilities to optimize the sensor networks.  Our base station can 

then record and send information quickly in real time.  This ensures up to date and 

reliable analysis of the status and consistency of our information.   The sensor 

transmission portion of our system can be applied in several.  Commercial wireless 

sensors can be applied to the system.  With modern technology these sensors have 

continually gotten small, lighter, and more powerful while operating on low power 

sources.  The variety of applications these sensors provide has also increased, including 

but not limited to: Temperature, Seismic, Sonar, Optical Imaging, Audio, and 

Accelerometer readings, and wireless transmission.  Simpler design sensors or complex 

sensors can also be used in conjunction with our transmission/receiving system 

configuration for a variety of designs, although this configuration is not as portable and 

not as easily concealed it does broaden the design for almost any application, and allows 

for much faster transmission.  For almost any application our design can guarantee the 

high-speed transmission of reliable real-time data. 

 Reliable transmission is always a concern, whether due to noise degradation, 

multipath fading, or even intentional non-authorized signal distortion.  Simple noise 
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degradation can be overcome in our system with communication between sensors and the 

deciphering of the simple signal.  Multipath fading inherently arises in any application of 

an omni-directional transmission/receiving system, using filters our design simplifies the 

signal into one reliable readable signal.  Complex analysis can then proceed and the 

signal can be filtered and sampled over various frequencies and periods, to provided a 

clear visualization of the original signal, and the sampled portions.   With these 

insurances in place the any signal is ready for transmission, and processing.   

 

II - 2 Design Requirements: 

 

Design Objectives: 

The main problem that our prototype will address is the vulnerability of wireless signals. 

By generating a custom waveform, the data being transmitted in a typical wireless sensor 

network is less likely to be interfered with or read.  The problem of sensitive data being 

susceptible to intrusion and interference is apparent in all standards of wireless 

communications.  In this project, Custom Waveform Generation will be achieved by 

uploading a MATLAB file to the Custom Waveform Generation Comblock. 

 

Functional Requirements / System Parameters: 

Transmitter Setup: 

COM-5001 LAN/IP Network Interface 

• High Speed Network Interface for Data Transfer, Monitoring and Control of 

Comblock Assembly 
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COM-8001 Custom Waveform Generation 

• 256MB DRAM for Storage of Custom Waveform 

• High Speed upload over TCP/IP Network using COM-5001 

• 40 Msamples/s complex 10-bit D/A Waveform Generation 

COM-2001 D/A Conversion 

• Converts the Complex Baseband Digital Signal to two Analog Baseband 

Signals 

• Maximum Bandwidth of  +/- 10 MHz 

COM-4001 915 MHz / 2.4 GHz Modulator 

• Dual Band 915 MHz [902-928 MHz] or 2.4 GHz [2.025-2.5 GHz] 

• Output Power can be Controlled  

 

Receiver Setup: 

COM-3001 915 MHz / 2.4 GHz Receiver 

• Dual Band [902-928 MHz] and [2.025-2.5 GHz] Receiver, Software 

Selectable 

• Dual 10-bit A/D Converters, 40 Msamples/s 

COM-8002 High Speed Data Acquisition 

• 1 Gbit/s Maximum Data Acquisition 

• Maximum sampling rate 50 MHz 

• Sample Precision from 1 to 20-bit wide. 

• 256 Mbytes Storage 

COM-5001 LAN/IP Network Interface 



 8 

• High Speed Network Interface for Data Transfer, Monitoring and Control of 

Comblock Assembly 

 

Design Constraints: 

The most significant constraint that we have encountered is the speed of some of the 

Comblocks.  Both the COM-3001 and COM-8001 can process 40 Msamples/s.  The Data 

Acquisition Cards that we will be using to test the Transmitter and Receiver Assemblies 

run at 50 Msamples/s.  To address this problem, the Comblocks can be over-clocked by 

the manufacturer. 

 

II - 3 System Design: 

 

 The final design approach we selected is the Comblock transmitter & Comblock 

receiver design.  This approach will require that all parts of the wireless sensor network 

be assembled from Comblock modules. The transmitter as well as the receiver will be 

built from custom specifications in order to implement the wireless sensor network. At 

the transmitter, a simple piece of electronic hardware a thermometer or moisture sensor 

will be directly connected to a Comblock interface. From this interface the data will be 

appropriately encoded and modulated for wireless transmission. At the base station, or 

receiving end, another Comblock module assembly will receive the signal, decode and 

demodulate the data so that the user can record information in real time from the remote 

location. 
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Component Diagram: 

 

 

The main reason why we chose this particular design over the others was because 

of the ease of fabrication.  The Comblocks are designed to be compatible with one 

another, so it simplifies the building stage of prototype.  Another reason why this design 

is the better is because of the Comblock COM-8001, the arbitrary waveform generator.  

This Comblock will be the key for our prototype to be a success. It entitles us to create 

our own custom waveform of our liking to ensure a signal that will be spread within the 

noise range, which is sole purpose of our design. 

This approach provides a certain amount of risk. Each end of the network will 

have multiple parts that will require assembly and testing. In order for the transmitter and 

receiver to both work and communicate data, each has to be properly functioning. This 

will require more time to be spent in testing and assembly. Since there are more parts, the 

risk of total failure is increased because any one part failing will result in total project 

failure.  With careful building and testing of this system, these risks will diminish. 
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  Once our prototype is built, we plan on using the EE lab for equipment and 

instruments. The equipment we plan to use is a spectrum analyzer to check if our signal is 

being transmitted.  Also, we plan to use data acquisition cards to record and check our 

transmitted signals and display them on a desktop PC. 

 

II - 4 Financial Budget: 

Electronic Sensor Assembly 

Component Model # Price 

3 Sensors (~$100 ea.) - $100 

Total  $300 

 

Transmitter Comblock Assembly 

Component Model # Price 

Network Interface COM5001 $295 

Arbitrary Wave Generator COM8001 $345 

D/A Converter COM2001 $295 

RF Modulator COM4001 $395 

Total  $1330 

 

Receiver Comblock Assembly 

Component Model # Price 

RF Receiver COM3001 $345 

High Speed DAQ COM8002 $345 
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Network Interface COM5001 $295 

Total  $985 

 

Base Station 

Component Model # Price 

2 Desktop Computers 

(~$700 ea.) - $700 

Total  $1400 

 

Miscellaneous Parts 

Component Model # Price 

cables, connectors, etc. - $100 

antennas - $150 

Total  $250 

 

Entire Project Total 

Component Price 

Electronic Sensor Assembly $300 

Transmitter Comblock Assembly $1330 
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Receiver Comblock Assembly $985 

Base Station $1400 

Miscellaneous Parts $250 

Project Total $4265 

 

II – 5 Project Schedule: 

 

(See Appendix A) 

 

III. Summary: 

 

Security concerns everyone today from the simple homeowner to the mega 

corporation CEO.  The protection of our intellectual and material possessions is of the 

utmost importance on almost any level.  Sadly our precautions to ensure the safety of 

others and ourselves are not entirely invulnerable.   

 The main objective of our project, Real-time Wireless Sensor Network Signal 

Analysis for Security Purposes, is to build, test and guarantee that a secure signal can be 

transmitted, received and analyzed without interference from passive or aggressive 

attacks.  This signal can come from various sources, depending on the users needs.  Our 

goal in developing this project is to implement a wireless sensor network that will be 

used for security systems. Our approach utilizes a transmission and receiving station in 

conjunction with multiple sensors in a network.  We will first overcome our potential 

problems associated with transmitting and receiving wireless signals, such as noise, 
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multipath fading, and signal interception.  Next we will apply specific wireless sensors to 

monitor and secure various systems.  This data will be monitored and analyzed for real 

time investigation, and breakdowns in the security of the system.  With our research, 

careful planning and scheduling, we will be able to reach these goals. 
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