
Login Name
Auth Level

Authenticated
Logged in

Session Variables Set Success

Login Screen

Return to Login Page

Failure

Every page:
Check for session variables. Use 
auth level to determine access to 

specific parts of pages

Ensure proper session logout 
and reset values to default. 

Session timeout due to 
inactivity (15 minutes).

Verify access level allows user 
access to the webpage. If not, 
default back to previous page.

Default session variables:
Authenticated = ‘No’

Logged in =’No’
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